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Regulatory expectations under Operational
Resilience 2 (OR-2) and evolving threats to
stability mean that banks in Hong Kong
should be taking steps to ensure they can
withstand a variety of potential disruptions.
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erhaps more than any other types
Pof business, banks need to be able
to continue to serve their customers
even amid severe disruptions. To help
ensure this, the Hong Kong Monetary
Authority (HKMA) introduced the OR-2
consultation with the banking industry in
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May 2022. To meet OR-2 requirements, banks will need to
demonstrate to the regulator that they are operationally
resilient by May 2026.

In the meantime, banks must comply with a number
of interim deadlines and requirements. As the process
has got under way, banks have been finding out that
operational resilience is not just a regulatory box to be
ticked; it is an ongoing, evolving process that demands
engagement from across the business.

The importance of operational resilience

The past few years have clearly demonstrated the variety
of disruptions that can suddenly emerge, from the
COVID-19 pandemic and unprecedented flooding in Hong
Kong, to increasingly sophisticated cyberattacks. Technical
glitches can have an outsize impact: in early 2024, a
number of restaurant and retail operators in the US and
UK experienced problems that impacted payments, which
triggered damaging headlines around the world.

Given the crucial role that banks play in maintaining the
smooth flow of business activity, if they were unable

to operate, even for a short period, the impact could

be catastrophic. Operational resilience underpins the
stability of Hong Kong’s banking ecosystem, which also is
essential for the city to maintain its status as one of the
world’s global financial centres.
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Key requirements

The OR-2 regime has introduced major changes to how
banks manage risk. Banks must understand where their
vulnerabilities are across people, facilities, technology,
information and third-party risk, and have plans to deal with
any gaps. Actions that banks were asked to carry out under
the initial OR-2 module include:

» (reate frameworks to deal with “severe but plausible
scenarios”

» Scenario testing

* Mapping exercises

« Crisis management and severe incident preparation

+ Continuity planning for the ongoing mitigation of risk

* Increased accountability among senior management

Banks must be able to demonstrate their understanding of
the potential impact of disruption — including reputational
damage and legal implications as well as effect on customers
— and their strategies for managing the consequences.

Putting operational resilience into practice

The first milestone in the journey was in May 2023, which
was the deadline for banks to share their OR-2 frameworks
with the regulator. The good news is that all banks in Hong
Kong have successfully met this deadline. But this is only one
step in the process. Banks are now in the implementation
phase, as they execute their frameworks and carry out the
testing needed.

In implementation, banks need to look from the perspective
of both severe disruption and ongoing maintenance, with
key elements including:

 Crisis management — preparing for acute situations
where immediate reaction is essential

« Incident management programme — to manage all
incidents, especially those that may impact critical
operations

« Continuity planning — ongoing mitigation and
understanding of evolving risks

- Operational risk management — to identify and assess
risks that may disrupt daily operations

» Technology — to maintain services through severe
disruption

Some of the key areas where banks need to focus their
attention as part of the OR-2 process include board
engagement, third-party risk, and technology.
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Embedding and continually enhancing

operational resilience means banks will
be well prepared for the HKMA'’s 2026
deadline and will also be ready to face

the next crisis; whatever shape it takes. ¢ ¢

Board engagement

Engagement of management at the highest level is a
requirement of the OR-2 guidance. HKMA states that
boards should actively participate in setting and reviewing
the parameters, such as the list of the bank’s critical
operations. The board has ultimate responsibility and
should also ensure that action is being taken to address
any deficiencies.

This may be challenging, as senior management already
have plenty of demands on their time. But successfully
engaging the board has benefits, as banks that have an
engaged and proactive C-suite tend to be more advanced in
their operational resilience journey.
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Managing third-party risk

Many banks use third parties to carry out a variety of services,
from specialised technology to routine administrative work. But
banks cannot be truly resilient unless every link in the chain is
held to the same high standards.

Under OR-2, banks need to identify where they rely on third parties,
and model the impact if the third party cannot provide the expected
service. Using more than one operator for critical services, possibly
in different jurisdictions, is one way that banks can spread the risk.

The HKMA’s survey of banks’ frameworks may also reveal
concentration risk, where a number of institutions depend on the
same service provider. For example, if many banks depend on the
same third-party service provider to monitor credit risk. In 2023, two
banks in Singapore suffered service outages that were caused by an
issue with the cooling system at a data centre run by a third party.

Given the crucial role that third parties play in the financial
ecosystem, it is expected that the regulators will be increasing
their scrutiny going forward.
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Technology

The arrival of the pandemic showed the role of
technology in mitigating disruptions, as businesses
that could immediately implement work-from-home
policies were able to resume service more quickly than
those that struggled to adapt. Ensuring that banks
have the bandwidth to switch to remote work is a key
part of operational resilience, and will require ongoing
monitoring and testing of new technology.

As cyber threats become ever more sophisticated,
banks must remain continually on their guard against
hackers and be ready to rapidly respond to any serious
cyberattack.

The right technology can also help banks to handle

the processes needed under OR-2, as it can give better
visibility of the various interconnections where gaps in
resilience may occur. Technology can also more efficiently
track documentation and other related compliance
activity.
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HKMA review of frameworks
The current OR-2 requirements are not set in stone. Since the
banks submitted their frameworks, the regulator has been
reviewing their selections of critical operations, severe but
plausible scenarios and tolerance for disruption. It is likely to
amend its expectations according to its findings.

The HKMA now has an overview of the whole sector’s
preparedness for disruption, which will bring to light any

sector-wide gaps, and other issues such as concentration risk.

The reqgulator is also looking at the frameworks on a bank-by-
bank basis, and is now in the process of providing feedback.
It is possible that the HKMA may have different expectations
of different banks in the future, depending on their size,
complexity and the roles they play in the financial system.

Embedding operational resilience

Having finalised their OR-2 frameworks, banks are now one
year into a three-year process as they work towards the
2026 deadline. However, this is no time for complacency.
The requirements are substantial and banks should be busy

ISSUE 136 + 2024

66
Engagement of

management at
the highest level is a
requirement of the

OR-2 guidance. ¢ ¢

BEEFEFRMNE(FREN

AXE OR-2ZR131%, SRATTE T E 2026 FHIHAIR
EEN=FRE L, BEERT —F. 718, iR
TR TEERE, OR2BER —EEXN,
IRITERHREITE S BRRE, BRER
EHEERNEMIES], BER A IREHNM
o

BRTHNEEERNREN HE—TMRRe
FROEEN, RITBEABEBEFTRNE
PRI IR A, 2k, SRITREB RTINS
ABRBE, SRR S FIRRNR S EEN AT,

testing their frameworks, while also preparing to deal
with any further guidance or questions from the HKMA.

Besides meeting the compliance requirements, to further
strengthen their ability to withstand disruptions banks
should embed operational resilience principals across
their day-to-day operations. To do this, they need to align
responsibilities across the business and create clear roles
among different teams to review and report on progress.

There is no doubt that embedding operational resilience
is a significant undertaking that will require considerable
resources. But banks should see it not just as a
compliance exercise, but as an opportunity to enhance
their competitiveness as they shore up their defences.

OR gathers steam
Globally, operational resilience is a trend as more

regulators are looking to introduce or enhance their own
guidelines and regulations. Banks based in Hong Kong,
especially those that are part of a global network, can
leverage the practices in other jurisdictions.
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OR-2: Brief Timeline
OR-2B5RI&R

May 2022 —

The HKMA issues Supervisory
Policy Manual module OR-2
Operational Resilience

May 2023 —

Deadline for banks to have their
OR-2 frameworks in place
August 2023 —

The HKMA survey of banks on their
HEWEROIS

Late 2023-2024 —

The HKMA feeding back to banks

on the survey results

May 2026 —

Banks must be operationally
resilient
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The US Federal Reserve, for example, in March announced
enhanced risk management requirements for firms considered
“financial market utilities”. US financial regulators also noted
recently that well-designed systems and regular testing can
help banks to deliver critical services amid disruptions. The
Fed also published a paper in 2020 on “Sound Practices to
Strengthen Operational Resilience”, which includes managing
cyber risk.

Banks can also refer to the 2023 Regulation on Digital
Operational Resilience from the EU, and the Basel
Committee’s Principles for Operational Resilience and
Principles on Outsourcing. Other jurisdictions including
Singapore have issued their own information and guidance
on operational resilience, while others, such as Canada,
are planning to do so. In the UK, banks have been asked to
perform mapping and testing by the end of March 2025.

Although many regulators around the world have issued
guidance on the topic, Hong Kong is among a relatively small
number of jurisdictions that have implemented a structured
operational resilience regime for banks. Hong Kong’s
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advanced role in this area is a positive development, as it
strengthens the city’s global status as a banking centre of
excellence as well as its stability.

The concept is also gaining interest outside the banking
sector. In Hong Kong, some asset management and
insurance firms have been using the OR-2 guidelines as a
framework to ensure that they too are ready to withstand
potential disruptions.

To 2026 and beyond

Ultimately, banks that are taking actions now to meet the
OR-2 deadlines in a timely manner will also be in the best
position to withstand any upheaval to come. In future,
potential disruptions may intensify as the world’s climate
becomes less predictable, ransomware becomes more
sophisticated, and hackers find new methods and targets.

Embedding and continually enhancing operational resilience
means banks will be well prepared for the HKMA’s 2026
deadline and will also be ready to face the next crisis,
whatever shape it takes.
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